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In this article, the author covers the HITECH Act’s impact on electronic health information as well as some cost-effective 
suggestions that may improve the risk management of such information. 

The insurance industry tracks a lot of discrete 
parameters to formulate its point spreads, but in 
technology we’re adding new parameters every 
day, and they’re fiendishly interdependent.  
We’ll never have the data to do risk management 
well unless the rate of innovation (also known as 
‘the rate at which security gets worse’) slows 
down.  That brings its risks too. 

Ranum, Marcus, “Does Risk Management 
Make Sense?” Information Security 
Magazine, October 2008 

Recognizing there has been little financial incentive over the 
years for HIPAA initiatives, the Chief Technology Officer of 
Rockford Health System voiced a common criticism of 
HIPAA when he said:  “Medicare isn’t going to increase its 
reimbursement rates because an organization has strong 
passwords.”1  Using both a carrot and stick approach, Title 
XIII of the American Recovery and Reinvestment Act of 
2009 or “the Health Information Technology for Economic 
and Clinical Health Act” (the HITECH Act) was enacted to 
change that mindset and expand the EHR landscape.2 
 
Although several years ago the Independent Health Record 
Trust Bill had the lofty goal of building “a nationwide health 
information technology infrastructure”, there were no real 
financial incentives attached to that law.  See GovTrack.us. 
H.R. 2991--110th Congress (2007): Independent Health 
Record Trust Act of 2007.3   The HITECH Act, however, 
significantly raises the bar by offering financial incentives 
beginning in January 2011 for eligible professionals (EPs) 
who are meaningful EHR users.  And, beginning in 2015, 
reimbursements could be cut for those EPs who are not 
meaningful EHR users.  Although some initial guidance was 
provided by a HHS working committee in June 2009 and 
interim rules were released at the end of 2009, the term 
“meaningful use” remains subject to change; thereby leaving 
the door wide open to just how far-reaching the HITECH Act 
may become.4   
 
Whether it is ultimately subsidized by government as with 
the incentive payments found in the HITECH Act, paid for 
wholly by providers and plans, or somehow directly charged 
to a patient, the fact remains companies now have to manage 
the network security and privacy (NSAP)  loss exposures 
surrounding the massive amounts of new sensitive data 
resulting from their EHR initiatives.  In fact, one potential 
criticism of the HITECH Act’s pro-EHR agenda is the fact 
that there have been few details regarding how EHRs would 
be made more secure so the growth of EHR initiatives may 
just make it easier for thieves to obtain EHR information.  
This follows given notwithstanding what may be said the 
driving engine behind the statute is largely to “go electronic” 
and not as much to “protect data at all costs”.5 

 

Negligent Behavior and the Risk Management of EHR 
Information 

It is assumed that most companies usually determine their 
NSAP loss exposure by examining the potential cause of the 
loss coupled with the relative likelihood of it occurring.  
Although the causes of a loss can be as straight-forward as 
the real-world example of an employee stealing from a NY 
hospital the personal identity data of 40,000 patients, it 
remains impossible to anticipate every loss scenario.   And, 
as recognized by Marcus Ranum in his quote that prefaces 
this article, innovation also brings new risks to light – 
whether it’s a Twitter malware threat of last year or some 
new attack that will target EHR systems in the future.  

Without peering into scenarios, we already know that most 
NSAP liability losses represent defense expenses and losses 
derived from lawsuits brought by patients, partners, or 
employees that are either due to the loss or misuse of EHR 
data or the failure of a company’s computer network to 
safeguard such data.  According to the Identity Theft 
Resource Center (ITRC), the healthcare industry is 
responsible for approximately 13% of publicly reported data 
breaches – which is significant because, as detailed below, 
States have only very recently required the reporting of data 
loss involving medical information.  These ITRC reported 
events were actually triggered by the loss of financial data.   
Indeed, the financial institution sector contributed the same 
percentage (13%) of breaches reported to the public.6   

Unlike financial institutions that have spent billions on 
network security and privacy initiatives for over two 
decades, health care providers have been unable to devote 
significant resources to IT infrastructure upgrades.   
Moreover, the latest draft of the new Healthcare bill – which 
may ultimately never be enacted given political firestorms – 
derives significant funding out of Federal reductions in 
Medicare payments to plans and providers as well as new 
taxes on others within the healthcare industry.  Accordingly, 
if passed, this means those handling EHR information will 
have even fewer funds available for data security in 2010 and 
beyond.  Moreover, New York State’s courts closed out 2009 
with 4.7 million cases – the highest tally ever – so the 
general litigation climate could not be any worse.7 

Given dwindling resources, increasing security threats and 
hostile litigation environment, a first step in any risk 
management initiative should be to focus on those activities 
most likely to give rise to an incident.  To that end, in order 
to most cost-effectively deploy risk management efforts, it 
should first be recognized that negligence is actually the 
current primary driver of a data breach. Indeed, according to 
a Ponemon Institute survey, IT and compliance professionals 
believe that 79% of data breach incidents are caused by 
negligence – 50% due to internal negligence and 29% due  
to vendor negligence.8  Given that IT and compliance 
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professionals are often on the front lines in formulating 
strategy to protect data, the results of this survey should carry 
great weight. 

Because negligence is the primary cause does not mean that 
intentional acts do not somehow enter into the picture.  Some 
scenarios born out of negligence but tied to a third-party 
criminal act include:  malicious code negligently introduced 
by a company into a business partner’s network; a “spear 
phishing” exploit that tricks an employee into releasing 
sensitive data; or a temp employee leaving EHR research 
data in a LimeWire peer-to-peer folder that eventually 
becomes compromised.9  Simply put, it is clear that the 
negligent failure to comply with standard security and 
privacy protocols can directly lead to an incident even when 
malicious conduct is also in play.10 

For example, a review of health industry data losses publicly 
reported to the New York State Consumer Protection Board 
shows the prevalent way these losses take place is due to the 
theft of laptop computers.11  Such laptops usually contain 
sensitive unencrypted data that is stolen, in part, due to the 
negligent act of an employee, i.e., leaving a laptop in an open 
car.  The thief almost always has no idea as to the data 
available in the stolen laptop.  Assuming negligence to be the 
main culprit of a data loss, it is useful to see how negligence 
could lead to a claim in 2010.  

Before anyone can even file a Complaint based on 
negligence, he or she must be apprised of the breach.  And, 
one common means of learning of a breach is via a breach 
notification statute.  In other words, if you can avoid 
triggering a breach notification statute, you may never even 
be tagged with a lawsuit or the resulting loss of patients.12  
Although several states have also expanded their existing 
breach notification laws to require notification when a breach 
of EHR or PHR information has taken place, the New York 
state breach notification law does not currently require 
disclosure unless the personal information involves financial 
data.13   

Should New York eventually make the change to include 
medical and health insurance data, they may see the same 
results California saw after it enacted in 2008 new legislation 
that added the data elements of medical and health insurance 
information to its state breach notification law.  By adding 
these data elements to the law, California’s breach 
notification law was amended from a financial identity theft 
law to a much broader law requiring notification whenever 
medical or health insurance policy information is breached.14  
According to the California Department of Public Health, 
this simple change has led to an unexpected surge in reported 
breaches.15   
 
Moreover, although HIPAA never previously expressly 
required Covered Entities (CEs) to notify patients when 
protected health information was compromised, the HITECH 
Act now creates such an obligation.  Under the HITECH Act, 
we now have for the first time a federally mandated privacy 
breach notification requirement.16 Specifically, CEs and 
Business Associates (BAs) that “access, maintain, retain, 
modify, record, store, destroy or otherwise hold, use or 
disclose” unsecured personal health information must 
disclose to the owner notice of a breach.  See Sections 
13402(a) and (b) of the HITECH Act.   
 

On August 24, 2009, HHS published its interim final rule 
regarding the new breach notification regulations 
promulgated under the HITECH Act.17  Breaches that 
involve in excess of 500 individuals must be promptly 
reported to the HHS secretary.  Breaches involving fewer 
than 500 must also be reported to the secretary annually. In a 
significant new development, the HITECH Act requires the 
Secretary to post on an HHS web site a list of covered 
entities that experience breaches of unsecured protected 
health information involving more than 500 individuals. See 
74 Fed. Reg. 42740 (August 24, 2009).18   
 
In the case of a breach of unsecured protected health 
information at or by a BA of a covered entity, the HITECH 
Act requires the BA to notify the CE of the breach.  As with 
most state breach notification statutes, CEs and BAs who 
properly secure health information through encryption or 
destruction are not required to provide notification if this 
information is breached.  Id.  See also 45 CFR §§ 160, 164.19   
Finally, HHS is also required to distribute portions of 
collected civil monetary penalties to the persons whose 
information was improperly disclosed or used, which would 
certainly create an incentive for greater reporting of 
suspected HIPAA violations. 
 
Based on the above regulatory and legal environment, there 
are several concrete steps that can be taken to mitigate 
against a data breach involving EHR information.  First, 
initiate training programs and information dissemination 
directly aimed at curtailing negligent behavior.   Data 
“safety” is not far removed from “patient safety” and the 
incredibly effective programs launched in the area of patient 
safety over the past decade should be used as a template for 
how EHR information is to be treated.  The “Just Culture” 
movement provides a good example of how negligent 
behavior should be treated – as a learning experience.20   
Indeed, with a greater reliance on EHR in future medical 
treatment, the two may actually be intertwined.  Simply put, 
if we can curtail employee negligence – whether it is related 
to lost laptops, use of USB drives, passwords left on 
monitors or any other of the many ways we open up 
ourselves – we will have curtailed the majority of breaches.  
 
One other way to effectively mitigate against NSAP loss 
exposures is by opening wide the channels of 
communication.  Given the great interplay between 
compliance, legal, and IT interests, there must be rigorous 
discourse between the various stakeholders.  For example, 
encryption can impact whether a notice statute is triggered as 
well as have distinct meanings based on what standard is 
being used (e.g., federal encryption standards from the 
National Institute of Standards and Technology) or what 
technology is being deployed (e.g., wireless).  Accordingly, 
making sure there is a consistent approach regarding 
encryption is an important step in ensuring that NSAP loss 
exposures are minimized.  After all, if encryption can 
provide a safe harbor under the HITECH Act and frivolous 
lawsuits will be avoided if the breach is not publicly 
disclosed, it is imperative that the appropriate encryption 
plan be put in place.  More to the point, effective encryption 
is simply a sound risk management practice that will better 
protect EHR – with or without any resulting ancillary 
litigation avoidance benefits. 
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Vendor Risk Management 

Given the fact that BAs and non-BA vendors play such a 
heavy role in EHR usage, transfer and destruction, it only 
makes sense that this potential “weak link” also be carefully 
managed.  Indeed, as pointed out by the Ponemon Institute, 
29% of all breaches are due to the negligence of independent 
contractors or vendors.  The first step in any vendor 
mitigation strategy is to have a consistent initial due 
diligence process.  Unfortunately, due diligence is often 
currently done on an ad hoc basis with only the largest 
contracts going beyond procurement and getting any 
attention from the legal and IT groups.  The due diligence 
trigger should focus more on what data is provided to the 
vendor rather than the size of the transaction.  If the vendor 
processes or holds sensitive data, including EHR 
information, basic credit and background checks should be a 
minimum requirement.  Next, determine whether the vendor 
even understands data security issues and has a process in 
place to safeguard the EHR data.  Clarity regarding security 
requirements is essential.  

 
Data security and risk management should also be built into 
the engagement so that accountability is clear.  The old adage 
“trust but verify” should be deployed with audit rights built 
into any engagement.  Although it may be easier to provide 
data dumps to vendor partners, it is essential that vendors 
have access only to the data they actually need to perform the 
retained job.  For example, billing partners should not have 
more than they need to perform their specific engagements. 
Reasonable indemnifications and warranties should also be 
provided by the vendor.   Finally, the vendor should agree to 
an insurance clause requiring certain minimum insurance 
coverages during the time of engagement and beyond.  The 
underwriting process will act as yet another “check” on the 
vendor’s security profile. 
 
During the course of engaging outside vendors, companies 
routinely offload some EHR risk to vendors using Errors and 
Omissions (E&O) and NSAP insurance clauses.  The E&O 
should broadly cover all acts, errors or omissions committed 
by the vendor, its agents or employees (whether full-time, 
leased or part-time), arising out of or related to the services 
rendered in the performance of the vendor agreement. The 
NSAP insurance clause should require coverage for all 
incidents involving a failure to safeguard EHR information 
or other sensitive data.  The policy should extend to include 
the intentional and criminal acts of the vendor, its agents, 
employees (whether full-time, leased or part-time), and 
independent contractors.  The policy should also include 
coverage for claims arising out of or related to the 
unauthorized use or access of a computer system such as a 
computer attack; any transmission of malicious code; denial 
of service attacks; social engineering incidents such as 
phishing; the unauthorized disclosure of EHR data; the 
defense of a regulatory action brought as a result of a data 
breach or privacy incident as well as legal expenses related to 
a breach incident, breach notification costs, credit monitoring 
and call center expenses.  

 

Vendors fitting in the small to mid-sized business (SMB) 
market segment will likely have a narrow E&O coverage 
grant that would not provide coverage for a privacy claim so 
having NSAP coverages specifically listed in the insurance 
clause is very important.  Ironically, smaller vendors may 
have an increased exposure to data loss and credit card data 
theft given that certain regulatory and PCI DSS audit 
requirements are only triggered for larger companies and 
without audits pushing for better controls, SMB business 
owners may not know how to improve upon security and 
controls.  Moreover, even faced with an audit threat some 
SMB owners have perceived little benefit in paying for the 
costs of compliance given their size.  This is unfortunate 
given that the FTC when promulgating its Red Flags 
Regulations correctly recognized that “identity theft can 
occur in small entities as well as large ones.”21 Given that 
NSAP risk management solutions and related insurance are 
now readily available on a cost-effective basis to the SMB 
market, any reluctance to purchase this insurance will 
hopefully soon go away. 
 
NSAP Insurance for Liability and Regulatory Claims 

During the past several years, insurance publications such as 
The Betterley Report have pegged the total market for NSAP 
insurance to be in the $500 million range.22   Although it is 
not insignificant, this number is dwarfed by the broader 
insurance market – which stands at over $500 billion 
according to the Insurance Services Office.23 In addition to 
requiring NSAP coverage for vendors, those who transmit 
protected healthcare information should also consider 
purchasing their own coverage.  Having an experienced 
“swat team” ready to deploy and fund a post-breach 
environment certainly makes the process run that much more 
smoothly.  When purchasing this insurance, it is important 
that you ensure that the NSAP insurance agreement is 
broadly triggered by any failure to protect sensitive 
information.   It should not matter whether the information 
was purloined by social engineering methods such as 
phishing or via the acts of rogue employees or independent 
contractors.  There should also be full coverage for 
regulatory defense, fines, and penalties.  Companies buying 
this specialty insurance should also be covered for the 
violation of any privacy statute, including notice laws.  As 
well, expenses arising out of the mitigation of claims should 
be covered.  This would include expenses such as credit 
monitoring, call center, crisis management, costs to comply 
with notice laws, and other related expenses. 

Given there remains strong competition in the NSAP insurer 
marketplace, applicants can also be a bit choosy based on the 
insurer’s financial standing and history of paying claims.  
Unless the insurance buy decision is driven solely on price – 
which it should generally never be – insureds should seek out 
a NSAP insurer with a reputation of being a long-term 
partner – one who understands that negligence and rogue 
employees can happen to the best of companies. The NSAP 
insurer should be willing to provide some assistance in the 
risk management process well beyond the delivery of an 
insurance contract.  A chosen NSAP insurer should also be 
willing to use its market strength and network to help find cost-
effective providers for pre-breach as well as post-breach needs.   
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7The Recession Begins Flooding Into the Courts, New York Times at A1 
(December 28, 2009) 
 
8Privacy Breach Index Survey (Released August 2008 by the Ponemon 
Institute).  Responses from 768 professionals who actually worked on a breach 
incident within the past two years reveal that 50% of the incidents are caused 
by employee negligence while 29% are caused by third-party negligence. 
 
9The addition of the word “spear” simply means that this common exploit 
actually targets specific individuals.  There have been a number of news 
reports on the use of peer to peer file tools, such as LimeWire, to obtain 
sensitive corporate information.  See e.g., Our P2P Investigation Turns Up 
Business Data Galore, Information Week (March 17, 2008)   
 
10There are obviously instances when sensitive data is simply stolen outright.   
For example, last year an employee was arrested because she stole Social 
Security numbers from cancer patients treated by her employer, an upstate 
New York oncology practice.  Police said she would use the Social Security 
numbers to acquire credit cards.  Although it can be argued that a failure in 
appropriate checks and balances actually gave rise to the theft, data theft will 
always remain a deliberate act that is difficult to avoid. Although a tough 
economy turns up the theft volume, risk management efforts should remain 
focused on avoiding acts of negligence – the most common cause of a breach 
and one traditionally within the purview of risk management. 
 
11Such public disclosure is done pursuant to NY General Business Law §899-
aa and NY State Technology Law §208 and can be accessed at 
http://datalossdb.org/search/primary_sources/1-new-york-state-consumer-
protection-board. 
 
12The Ponemon Institute has found a statistically significant drop in consumer 
confidence and resulting loss of business after a publicly-reported healthcare 
breach.   According to a Ponemon study, while the average customer "turnover" 
or "churn" due to a data breach was generally 3.6%, in healthcare it was a 
much higher 6.5%. And, the cost of a healthcare breach, at $282 per record, 
was more than twice as high as that of the average retail breach at $131 per 
record.  See generally 2008 Annual Study:  U.S. Cost of a Data Breach 
(Released February 2009 by The Ponemon Institute). 
 
13 http://www.cscic.state.ny.us/security/securitybreach/ 
 
14http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/PrivacyBreaches.aspx 
 
15Journal of American Health Information Management Association (July 7, 
2009) (“Reports of health record breach violations have been pouring into the 
California Department of Public Health since the state began requiring 
healthcare entities to report all incidents of unauthorized record access.”) 
(http://journal.ahima.org/2009/07/07/cas-new-privacy-laws/) 
 
16On December 8, 2009, a data breach notification bill was also voted on in the 
United States Congress. The House of Representatives passed by voice vote H.R. 
2221, the Data Accountability and Trust Act.  http://www.opencongress.org/bill/111-
h2221/show.  This bill mimics a good number of existing state breach 
notification laws and provides that the Federal Trade Commission be the 
enforcement agency.   Given it remains early in the process; it is not clear what 
form this federal breach notification statute will take on. 
17http://edocket.access.gpo.gov/2009/pdf/E9-20169.pdf 
 
18To that end, on February 22, 2010, as required by the HITECH Act, the Office 
of Civil Rights (OCR) website posted a list of CEs and BAs that have reported 
breaches of unsecured protected health information affecting more than 500 
individuals.  By posting this information on the OCR website, HHS met its 
HITECH Act obligation. 
 
19http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hitechrfi.pdf 
 
20http://www.mers-tm.org/support/Marx_Primer.pdf (“To promote a culture in 
which we learn from our mistakes, organizations must re-evaluate just how 
their disciplinary system fits into the equation. Disciplining employees in 
response to honest mistakes does little to improve overall system safety.”) 
2172 Fed. Reg. 63718, 63745 (November 9, 2007).  The FTC will begin 
enforcing in June 2010 these regulations which require certain creditors to 
deploy a written ID theft prevention program. 
 
22http://www.betterley.com/adobe/CyberRisk09_nt.pdf 
 
23http://www.iso.com/Research-and-Analyses/Studies-and-
Whitepapers/Insurer-Financial-Results-2007.html 
 
24A team of Harvard researchers who conducted a five-state study found that 
62.1 percent of all 2007 personal bankruptcies were the result of illness or 
medical bills.  The numbers are apparently getting worse.  Based on the current 
filing rate, medical bankruptcies will total 866,000 in 2009 and involve 2.346 
million Americans – about one person every 15 seconds.   See Himmelstein, 
David U., Thorne, Deborah, Warren, Elizabeth, and Woolhandler, Steffie, 
Medical Bankruptcy in the United States, 2007: Results of a National Study, 
American Journal of Medicine (Volume 122, Issue 8 (August 2009)).   It 
remains to be seen whether the Healthcare Bill if eventually enacted stymies 
these numbers – or increases them. 
 

Pricing terms remain driven by the industry sector and 
revenue of the applicant.  A large healthcare provider tends 
to pay more per million of coverage than online retailers 
even though retailer breaches get significant press.  The 
reason is the added value, as referenced above, that is 
attached to EHR information vs. credit card information.  
Another area that impacts pricing is the risk controls and 
practices put in place by the applicant.  Insurers want to 
make sure that certain “basic” protocols are in place such as 
encryption for data at rest.  Not having the right controls may 
impact pricing, availability of limits – an insurer may only 
provide $5 million in limits rather than the requested $10 
million – as well as the size of a deductible.  In practice, 
better security has rarely provided any sort of significant 
lowering of the NSAP insurance premium.  Rather, having 
poor controls might preclude a company from even getting 
the insurance sought, e.g., it would be offered low limits with 
a high deductible.   

Moving Forward in 2010 and Beyond with EHR Risk 
Management 

There can be no denying EHR initiatives will mushroom in 
the coming years.  The hope is that interoperability will help 
on multiple fronts, including helping to reduce the the high 
cost of healthcare.   Clearly, our current healthcare system 
has significant pricing issues.24  Programs aimed at reducing 
incidents of internal negligence coupled with structured 
vendor management programs, will serve to mitigate much 
of the exposure inherent in the widespread use of EHR 
information.  And, to the extent a cost-effective NSAP 
insurance agreement transfers residual risks tied to EHR 
initiatives, it becomes a valuable risk management tool that 
may help expedite EHR implementations. 

This article is adapted from a chapter written by Paul Paray 
for an upcoming book on EHR security best practices to be 
published by the American Bar Association.  Mr. Paray is a 
risk professional and insurance broker with Capacity 
Coverage in Mahwah, New Jersey. He can be reached at 
pparay@capcoverage.com  and 201-661-2376 and has a 
digital risk blog at blog.digitalriskstrategies.com. 
      
1HIPAA-ocrisy, Information Security Magazine at 12 (December 2006)  
 
2For purposes of this article, the risk management of personal health records 
(PHRs) is treated similarly to that of electronic health records (EHRs) as well as 
electronic medical records (EMRs).  Accordingly, the more commonly used 
term EHR will be primarily used throughout.   A PHR differs from an EHR given 
it is more akin to an online banking statement that is primarily used by patients 
whereas an EHR is meant to be an interoperable record that is provider or 
business to business focused.  And, an EMR contains an individual’s medical 
information that is accessed within a single health care organization.  See 
generally Serwin, Andrew G., “Information Security and Privacy:  A Practical 
Guide to Federal, State and International Law”, Volume 1 at 1129 (West, 2008).   
 
3http://www.govtrack.us/congress/bill.xpd?bill=h110-2991 
 
4http://healthit.hhs.gov/portal/server.pt/gateway/PTARGS_0_11113_872720_0_
0_18/Meaningful%20Use%20Preamble.pdf (“The ultimate vision is one in 
which all patients are fully engaged in their healthcare, providers have real-time 
access to all medical information and tools to help ensure the quality and safety 
of the care provided while also affording improved access and elimination of 
health care disparities.”). Indeed, the meaningful use criteria proposed on 
December 30, 2009 is only the first of three stages of meaningful use criteria to 
be issued between now and 2013. 
 
5Unfortunately, IT personnel are apparently not that confident they can help 
prevent a breach given that “61 percent of [healthcare] IT practitioners 
surveyed believe they do not have enough resources to ensure privacy and 
data security requirements are met.” Electronic Health Information at Risk:  A 
Study of IT Practitioners (Ponemon Institute, October 15, 2009). 
 
6http://www.idtheftcenter.org/ITRC%20Breach%20Stats%20Report%202009.pdf 
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Abstract  
 
The authors propose an integrated and forward-looking 
approach through the use and analysis of diverse streams of 
data that will enable healthcare risk managers to proactively 
identify and mitigate prominent sources of risk in their 
hospitals. This approach has a broad application to almost 
any type of risk management program, and as such can 
provide the framework to support each of the five phases of a 
clinically based enterprise risk management program.  (See 
“Enterprise Risk Management (ERM) in a Clinical Setting”, 
The Risk Management Quarterly, Ambooken, M., Fall 2009  
for a recent piece on this topic.) Whereas traditional methods 
of risk management in healthcare rely almost exclusively on 
medical malpractice claims and adverse event data, the 
authors suggest that risk managers might instead integrate 
multiple, diverse streams of data and use statistical 
techniques to pinpoint where in their hospitals they are most 
at risk; diagnose what the fundamental drivers of risk in these 
areas are; and, in so doing, enable their organizations to 
deploy targeted efforts to improve patient safety and reduce 
medical malpractice claims. The authors discuss the benefits 
and costs of this approach and provide recommendations for 
healthcare risk managers seeking to implement such an 
approach.  In a subsequent article the authors will address 
the application of an integrated and forward-looking 
enterprise risk management program. 
 
The job of a risk manager in a hospital has never been more 
important than it is today. It has also never been more 
challenging. With ever more technological complexity, highly 
interrelated and multiplex processes, and an increasingly fluid 
workforce, the likelihood of errors in hospitals is extremely 
high (Kohn, Corrigan, & Donaldson, 1999; Perrow, 1984). 
The impact of these errors on a hospital’s viability is also 
becoming substantial as the cost for a hospital to insure 
against errors has now become one of its largest 
expenditures. A risk manager’s job is likely to become even 
more critical in the coming years as healthcare continues to 
become more transparent, media outlets focus more attention 
on error, and regulatory bodies (e.g., the Joint Commission) 
and the general public become less tolerant of error. 
 
Traditionally, risk managers in healthcare have relied heavily 
on medical malpractice claims and reports of adverse patient 
occurrences (e.g., unexpected deaths, allergic reactions, 
retained objects) to identify key sources of risk in their 
hospitals and to manage them (Kavaler & Spiegel, 2003). 
While valuable, malpractice claims and adverse patient 
occurrence data are retrospective, narrowly-focused, and 
only able to shed light on those cases and instances that rise 
to the surface. As any experienced risk manager knows, a 
sea of adverse events and potential claims lies beneath the 
surface. For these reasons and others, traditional approaches 
to risk management often leave risk managers insufficiently 
equipped to contend with the complex drivers of risk in 
healthcare and leave hospitals exposed in an institutional 
environment that is increasingly transparent and increasingly 
intolerant of error.  
 
In this article we propose that risk managers can capture a 
more accurate picture of risk in their organizations by moving 
beyond traditional data sources. Specifically, we propose an 
 

integrated, forward-looking approach that leverages the 
power of statistical techniques to make sense of data. By 
analyzing multiple, diverse streams of data, we suggest, risk 
managers can most effectively identify where in their 
hospitals they are most at risk; diagnose what the 
fundamental drivers of risk in these areas are; and, direct 
resources efficiently to reduce risk and work towards 
eliminating losses.  
 
We begin below by describing in detail a few of the primary 
limitations of a traditional, claims-based risk management 
approach. Then, we outline the key components of an 
integrated and forward-looking risk management approach. 
We discuss the benefits and, equally important, the costs of 
this approach. And, finally, we offer a few concrete 
recommendations for how a risk manager might adopt and 
implement this type of approach.  
 
Before we begin, however, a few words on scope. Our goal in 
this article is to sketch out the basic, high-level components 
of an integrated, forward-looking framework. We do not 
intend to dive into the nuances of advanced statistical 
techniques, but do hope that risk managers will leave this 
article intrigued by an integrated approach and with a basic 
framework for thinking about how to proactively identify and 
address risks in their organizations.  
 
Key Limitations of Traditional Risk Management Meth ods 
in Healthcare 
 
Risk managers in healthcare have traditionally focused their 
efforts on reducing and/or eliminating the probability that 
financial losses will occur as a result of lawsuits brought 
against the hospital and its workforce. Most risk management 
departments tackle this through risk identification, loss 
prevention and reduction, and risk financing (i.e., through 
prospective and retrospective analysis of direct and indirect 
expenditures such as funding for losses and risk 
management activities). Historically, hospital administrators 
and risk managers alike have relied heavily on two key data 
sources – medical malpractice claims and adverse patient 
occurrences – in their efforts to prevent losses and to reduce 
the impact of losses. Risk managers review aggregate 
medical malpractice claims data both in terms of dollars 
awarded and clinical service involved. These data are also 
sometimes supplemented by interactions with the 
attorneys and third-party administrators who respond to 
claims and lawsuits to gain anecdotal perceptions of the 
prevalence of certain types of cases. Adverse patient 
occurrence data are typically reviewed or analyzed in the 
form of voluntary incident reports of unexpected or rare 
outcomes. Together, these data streams influence risk 
managers’ perceptions of relative risk and help to prioritize 
what types of events most warrant action.  
 
The benefits of relying on these data sources have been well-
documented (e.g., Kavaler & Spiegel, 2003). Through the 
very action of reviewing medical malpractice claims and 
submitting mandatory adverse occurrence data to state 
regulatory bodies, a risk manager has a unique opportunity to 
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track and observe risk trends in his/her hospital. This close 
review of specific cases can, in some instances, shine a 
spotlight on potential systems issues that may have 
contributed to a particular adverse event or unexpected 
outcome. By helping a risk manager extract key root causes, 
a review of traditional data sources can serve as a 
springboard for action by administrative, clinical, and risk 
management leaders. In New York State, for example, many 
risk management departments rely on the mandated hospital 
reporting mechanisms as a source of information about 
adverse patient occurrences. By law, hospitals are required to 
report “injuries and impairments of bodily functions…that 
necessitate additional or more complicated regimens or that 
result in a significant change in patient status” [NYCRR 
405.8(b)]. 
 
Along with the benefits of this model, however, there are 
limitations to relying primarily on medical malpractice claims 
and adverse patient occurrence information to identify risk 
and reduce or prevent losses. First, although these data 
streams can provide valuable insights to a risk manager, it is 
unclear how representative these data are of risk across the 
hospital. Kavaler and Spiegel (2003) estimate that adverse 
patient occurrence reports capture just a small slice – 
somewhere between 5 and 30% – of the events that actually 
occur in a hospital. Because a significant portion of events 
are missing from the adverse occurrence report record, the 
picture of risk that emerges from these data is, at best, an 
incomplete picture; at worst, these data yield a distorted 
picture of a hospital’s risk. 
 
A second key limitation of traditional methods of risk 
management in healthcare is the scope of sources for 
medical malpractice claims and adverse patient occurrence 
data. Both data streams rely heavily, if not exclusively, on 
reports of events or situations by people who are not affiliated 
with risk management activities and, as such, generally lack a 
big-picture perspective on what constitutes risk. Historically, 
risk managers have depended on front-line staff as a source 
of key risk-related information, particularly with respect to 
adverse events that have already occurred. While front-line 
perspectives are unquestionably valuable, since front-line 
providers have the closest and most direct exposure to risky 
situations, front-line providers are often unable to see 
patterns across events – a given event may only occur once 
in a given unit, but may occur many times across many 
different units. If a front-line caregiver perceives a situation or 
event as a unique, one-time occurrence, he/she may decide 
that it is not worth the effort to report it even though, across 
the system, the event is pervasive. By relying on medical 
malpractice claims and patient occurrence data, a risk manager 
is thus relying on others to (a) perceive that a problem exists and 
(b) act on that problem in some way (e.g., entering it into a 
voluntary reporting system; contacting an attorney).  
 
Third, medical malpractice claims and adverse patient 
occurrence data are inherently retrospective – they reveal 
risks, problems, and situations that have already occurred. 
Reliance on retrospective data weakens a risk manager’s 
ability to get ahead of problems and proactively attack the 
underlying currents of risk that led to a claim or adverse event 
in the first place. Similarly, in bolstering a case for action, 
retrospective data are often discounted by other leaders in 
the organization as “stale” because the data address events 
that occurred several months or years prior. Even those 
organizations that use potential pre-suit claims in their 
analyses have difficulty using the potential for a claim to 
secure resources for change programs and/or convince front-
line providers that a change in behavior is necessary.  
 
 

These key limitations of medical malpractice claims and 
adverse patient occurrence data leave a risk management 
department with just a few pieces of what is a very 
complicated puzzle. And, these limitations create several 
hurdles that a risk manager has to clear to enact substantive 
change, reduce risk, and prevent or mitigate the impact of 
losses. Priorities are developed from and substantiated by a 
limited perspective on risk. Moreover, because lawsuits and 
adverse events tend to elicit strong reactions from 
administrative and clinical leaders (as well as regulators), 
priorities are frequently established reactively, as key leaders 
respond to retrospective sources of data and pressure risk 
managers to enact corrective measures “yesterday.” The 
reactive nature of this process leaves a risk manager playing 
“whack-a-mole” – constantly responding to problems rather 
than proactively building defenses to prevent problems from 
developing in the first place.  
 
While many hospital leaders and risk managers want to 
identify sources of risk proactively, the data sources 
traditionally used leave leaders ill-equipped to do so. The 
incomplete, limited-in-scope, and retrospective picture of risk 
that emerges from medical malpractice claims and adverse 
patient occurrence data makes it hard for a risk manager to 
set priorities grounded in solid evidence for why such 
priorities are necessary. As we detail below, in recent years 
new techniques and approaches for gathering, compiling, and 
integrating data have emerged that may help risk managers 
paint a more complete and forward-looking picture of risk in 
their hospitals. 
 
An Integrated and Forward-Looking Risk Management 
Approach  
 
Historically, healthcare risk managers have relied heavily on 
medical malpractice claims and patient occurrence reporting 
data, in part, because of limitations on gathering, compiling, 
and – importantly – integrating data from multiple, diverse 
sources. As hospitals and healthcare systems have steadily 
become more “wired,” however, the challenges of simply 
gathering data on a range of clinical, operational, and 
organizational outcomes are beginning to fade. In many 
hospitals today, digital systems guide and monitor entire 
flows of patient care. And, web-based applications have 
made gathering larger-scale perceptual data, through surveys 
of front-line providers, more feasible than in the past. Further, 
the development of clinical based enterprise risk 
management programs places even more pressure on the 
organization to obtain and integrate data streams that cover a 
broader scope than adverse events and outcomes alone. 
(Ambookan, 2009).   
 
The primary data-based challenge for a risk manager is thus 
no longer accumulating data; the building blocks of a 
complete, representative picture of a hospital’s risk are often 
at a risk manager’s fingertips. Rather, the primary data-based 
challenge for a risk manager is making sense of, connecting 
the dots within, and drawing sound conclusions from several 
sources of data. Below, we propose a simple structure and 
guiding framework that a risk manager might use to begin to 
bring diverse data streams together. While this framework 
certainly does not eliminate all of the challenges that a risk 
manager will face in integrating data, this framework can 
make it easier for a risk manager who has traditionally relied 
primarily on medical malpractice claims to begin incorporating 
additional metrics and more diverse information into risk 
analyses. 
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The approach detailed below is grounded in two basic 
assumptions. First, the approach assumes that the 
manifestations of risk – in, for example, medical malpractice 
claims or adverse events – are a result of a confluence of 
precipitating factors inherent to complex and tightly coupled 
organizational systems in healthcare (e.g., Perrow, 1984; 
Weick, 1999). Second, the approach assumes that risk is 
typically distributed unevenly across the local units (e.g., the 
Emergency Department, the Intensive Care Unit) of a hospital. 
That is, the approach assumes that risk is local – one 
department of a given hospital may operate flawlessly while 
another is a ticking time bomb. When these assumptions hold, 
we propose that leaders can effectively manage risk when 
taking an approach in which they (a) gather metrics that 
address diverse drivers of risk; (b) localize measurement of 
these drivers as much as possible; and, (c) integrate data 
using statistical analyses. 
 
Gather a Diverse Package of Metrics  

To gain a well-rounded perspective on a hospital’s risk (and 
identify opportunities for reducing risk), it can be helpful to 
gather data that shed light on or address a diverse set of 
potential drivers. In working to identify data streams that are 
most likely to help round out a picture of risk, three basic 
categories of metrics are especially relevant: clinical metrics, 
operational metrics, and organizational metrics.  
 
Clinical metrics, such as central line infection rates or sepsis 
rates, shed light on specific clinical outcomes that may be 
indicators of how risky a given clinical unit is.  Clinical metrics, 
especially when rate-based, can provide an assessment of 
how close to the guard rails a particular unit is operating and 
highlight units that are at a high likelihood of experiencing an 
adverse patient occurrence. As these metrics are conceptually 
closely related to the medical malpractice and adverse patient 
occurrence data and are usually the most proximal indicators 
of these outcomes, many risk managers today already review 
certain clinical metrics as a part of normal operations.  
 
Operational metrics, such as Emergency Department wait 
times, shed light on the quality, reliability, and efficiency of 
operational processes within and across the units of a hospital. 
Operational metrics can be useful in highlighting places within 
a hospital where there are operational gaps, blockages, or 
frequent hiccups. Unreliable processes are often precursors to 
unexpected events (e.g., Roberts, 1990; Weick et al., 1999) 
and, as such, can be good indicators of areas of an 
organization with higher relative risk profiles. Moreover, 
operational metrics can identify specific ways that a risk 
manager might take action to reduce risk by improving the 
reliability of very specific organizational processes.  
 
Organizational metrics, such as patient safety culture and 
nursing turnover, shed light on the perspectives of frontline 
caregivers – those individuals who often have the closest and 
most direct experience with local risk. Over the course of the 
past decade, organizational metrics – especially safety culture, 
employees’ shared beliefs about the importance of safety 
(Zohar, 1980) – have steadily gained traction within quality and 
patient safety circles; it is only more recently, however, that 
organizational metrics, such as safety culture, have begun to 
be used effectively in risk management efforts. Recent 
research in healthcare has established linkages between 
safety culture (or safety climate), for example, and important 
outcomes, including some of the preventable medical errors 
for which Medicare, large insurers, and many Medicaid 
programs will no longer reimburse hospitals.  

Researchers have documented an association between safety 
culture and medication errors (e.g., Hofmann & Mark, 2006; 
Vogus & Sutcliffe, 2007a), which scholars (e.g., Kohn et al., 1999) 
estimate lead to an additional $2.8 million in costs annually for a 
typical 700-bed teaching hospital. Safety culture has also been 
linked to urinary tract infections (Hofmann & Mark, 2006), which 
carry a cost of approximately $10,000. Other outcomes linked to 
safety culture include patient falls (Vogus & Sutcliffe, 2007b), the 
AHRQ patient safety indicators (Singer et al., 2009), general 
treatment errors (Katz-Navon et al., 2005), reporting of treatment 
errors (Naveh et al., 2005), and injuries to hospital employees 
(Mark et al., 2007).  
 
A well-rounded package of metrics – that is, a package that 
includes clinical, operational, and organizational metrics – helps a 
risk manager see a well-rounded and fairly complete picture of 
risk in his/her hospital. For a risk manager getting started in 
moving beyond a traditional approach, even adding just one 
metric from each of these categories to the existing information 
examined in the risk management department can help provide a 
more complete picture of drivers of risk.  
 
Localize Measurement  

As any risk manager knows, risk varies across a hospital. That is, 
some departments or units of any given hospital are less effective 
in delivering safe, reliable care than other units. Indeed, recent 
research (e.g., Zohar et al., 2007) supports the idea that patient 
safety varies significantly within the walls of a single hospital. 
 
Because risk varies across a hospital, a risk manager is likely to 
have the most options for using data if data are gathered at a 
local, granular level of analysis. Data streams – such as infection 
rates, handwashing compliance, or patient safety culture – are 
most valuable when they speak to specific, local risk units in an 
organization where (a) patient care is directly delivered or 
supported; (b) people work together frequently, interdependently, 
and relatively consistently; and, (c) people work within common 
managerial structures and organizational processes. For example, 
an Intensive Care Unit is a local risk unit. People within an 
Intensive Care Unit directly deliver care to patients, work with one 
another on a regular basis, and perform their jobs under similar 
managers, with similar resources, and in line with similar policies, 
practices, and procedures.  
 
When risk metrics are gathered with a focus on a local risk unit in 
a hospital, a risk manager has the flexibility to aggregate data to 
multiple levels of analysis and to drill into very specific and very 
granular organizational units. Aggregating data to multiple levels 
of analysis gives the risk manager the ability to analyze patterns 
of risk across the organization as a whole, which can help shine a 
spotlight on specific units where risk seems highest. Drilling into 
very specific and very granular organizational units gives the risk 
manager the ability to understand what the primary drivers of risk 
are, at a local level, and expend resources both in the right place 
and in the right way to mitigate risk.  
 
Integrate Data Using Statistical Analyses 
 
If a risk manager collects a diverse set of metrics that focus on or 
target local risk units of the hospital, statistical techniques can be 
effectively applied to help make sense of the data and begin to 
shed light on where the hospital is most at risk and what some of 
the key drivers of risk in those areas are. We highlight a few broad 
categories of statistical techniques that a risk manager might 
consider in beginning to integrate data streams and take a 
proactive approach to risk management. Once a risk manager has 
decided which specific data streams he/she would like to 
integrate, however, we believe that enlisting the support of a 
statistician can be extremely helpful for setting the stage for 
rigorous analyses of and meaningful takeaways from the data.  
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One broad category of statistical techniques that a risk manager 
might consider using to make sense of integrated data streams 
focuses on monitoring trends over time. Control charts, which are 
commonly-used in quality control circles, are one way to visualize 
and monitor trends in various metrics over the course of time. 
When specifically analyzing trends, risk managers might also 
consider using more rigorous analytical techniques, such as latent 
growth modeling, that are specifically designed to accommodate 
and model longitudinal data structures.  
 
A second broad category of statistical techniques helps to identify 
patterns or common groupings of risk across a system. When a 
manager is interested in seeing patterns of risk that are common 
across certain organizational groupings, he/she might employ a 
data visualization called a heat map, which uses cluster analyses 
to visually associate common risk “hot spots” in an organization. 
Other statistical techniques that can be helpful in identifying 
commonalities across metrics and/or across organizational units 
include basic cluster analysis, factor analysis, and latent class 
analysis. Together these techniques can help a risk manager 
understand common or similar sources of risk in the organization, 
as well as certain patterns of risk that are idiosyncratic.  
 
A third broad category of statistical techniques is focused on 
determining the primary sources or drivers of variance in one or 
more metrics. Many risk managers are likely familiar with basic 
correlational analysis and perhaps also with multiple regression 
techniques. A risk manager can use regression analysis to identify 
unique contributions that various metrics – such as safety culture 
or Emergency Department wait times – make to other variables, 
such as medical malpractice claims, infection rates, or patient 
satisfaction. Because hospitals are inherently multilevel 
organizational systems, a risk manager might have a specific 
interest in using some type of multilevel modeling, such as 
random coefficient modeling, to identify unique sources of 
variance in outcomes of interest.  
 
There are, without question, other statistical techniques that a risk 
manager might consider using to integrate and make sense of a 
diverse set of data streams that have been measured locally. 
Throughout the process of integrating data, we believe that 
effective use of data visualization can be instrumental in both 
understanding patterns and trends in the data and also in 
communicating these patterns and trends to others in the 
organization.  
 
Benefits and Costs of an Integrated, Forward-Lookin g 
Approach 
 
The integrated and forward-looking approach described above 
offers a risk manager a number of benefits and addresses a 
number of the limitations of traditional methods of risk 
management in healthcare. First, this approach widens the scope 
of data that a risk manager considers in drawing up priorities for 
action. By incorporating clinical metrics, operational metrics, and 
organizational metrics, a risk manager is able to compile a more 
complete picture of risk than if he/she only considered event-
based data. Second, this approach reduces a risk manager’s 
dependence on others to identify and flag events as potential 
indicators of latent risk. Many of the metrics described above are 
already gathered, by default, in many hospitals. Third, this 
approach aids in focusing on some of the more distal, but still 
powerful, drivers of risk within hospitals. Wait times in the 
Emergency Department may not be direct contributors to adverse 
patient occurrences, but may be indirectly linked to other, 
cascading events that are detected through a more robust 
statistical analysis of patterns. Finally, this approach helps risk 

managers proactively and efficiently use quality improvement 
resources by shining a spotlight on local risk “hot spots” that are 
most in need of attention.  
 
With these benefits in mind, it is important to also consider some 
of the costs of an integrated and forward-looking approach. First, 
this type of approach will likely require some degree of financial 
investment by a hospital or healthcare system. The amount of 
investment required likely depends on how mature and robust an 
organization’s existing data collection mechanisms are. So, for 
example, a hospital without an electronic medical record may 
have to invest first in infrastructure improvements. Second, in 
addition to pure financial resources, this type of approach will 
require human resources to interpret statistical analyses, monitor 
data streams, and, most importantly, act on the data. Indeed, it is 
often more difficult to be proactive than reactive because once key 
leaders know about a risk or problem they have a responsibility to 
do something about it. Third, risk managers should not 
underestimate the organizational costs of implementing this type 
of system. Implementing a new approach may threaten key 
leaders’ expertise in reviewing, analyzing, and making sense of 
malpractice claims and adverse patient occurrence data (e.g., 
Klein & Knight, 2005). Below, we offer a few recommendations 
about how risk managers interested in implementing this type of 
approach might do so.  
 
Recommendations for Implementing an Integrated and 
Forward-Looking Approach  
 
How do you begin implementing changes in your risk 
management department? Like any major organizational change, 
the likelihood of successfully implementing a new approach to 
using data in your risk management department will dramatically 
increase with planning, patience, and a learning orientation (Klein 
& Knight, 2005). While in-depth detail of “how to” is beyond the 
scope of this article, we offer below a few specific 
recommendations for getting started and provide some talking 
points that can be helpful for introducing this risk management 
lens to others in your organization.  
 
First and foremost, to implement this change successfully you 
must develop and communicate to others – especially key leaders 
– the need and urgency to change (Kotter, 1995). In developing 
the need for change, it is important to both identify some of the 
limitations of current approaches to risk management and also 
provide a compelling view of an alternative that can be realized. 
 
Related, it is essential to garner the support of key leaders. 
Beyond identifying limitations of current approaches and strengths 
of an alternative approach, it is important to demonstrate a 
business case for taking a new approach. In trying to implement 
an approach that integrates multiple data streams you will 
compete with managers from other departments for leaders’ time, 
support, and available resources. Each manager will believe that 
his/her needs are the highest priority for the organization and the 
most deserving of resources. You need to prepare and 
communicate a sound business case for how and why a new 
approach will aid you in better – and more efficiently – managing 
risk for your hospital. In securing key leadership support it can 
often be helpful to identify one leader, in particular, who might 
specifically benefit from your proposed effort. If you can convert 
one key leader and enlist this person as an advocate for your 
change you will likely be more effective in moving your proposal to 
the top of leadership’s stack. In addition to these tactics, a little 
creativity and a lot of persistence can go a long way in driving 
change to the top.  
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Third, it is important to be cognizant of and carefully manage the 
scope of the program; patience is key here. It can often be 
effective to start small by choosing an area of high risk and impact 
(e.g., labor and delivery), implementing an integrated and forward-
looking approach specifically targeted on that area, and using the 
success of the approach in that area as evidence for the value of 
the approach. With one or two small wins under your belt you can 
more effectively use data to support a need to expand the 
approach to other areas. A smaller initial implementation also will 
be easier to manage if you have limited experience in integrating 
data streams in the past. As one way to start, we recommend 
choosing one or two targeted, high-risk areas and integrating one 
metric from each risk metric category described above. 
 
Finally, once started, it is important to monitor progress and report 
back to leaders – especially those key leaders who were 
instrumental in providing early support for the project. This is both 
a way to educate leaders on the value of the program and a way 
to build trust in your ability to implement a major change initiative. 
When you reach key milestones and accomplish small wins, 
celebrate these wins with front line staff, those in the project team, 
and, when possible, senior leaders.  
 
Implementing an integrated and forward-looking approach to risk 
management is, for many organizations, a major organizational 
change. Building a case for this type of approach, securing 
support from leaders, and starting small and celebrating early 
wins can help the change effort take hold and spiral out 
throughout your hospital.  If your organization is developing or has 
an enterprise risk management program in place, this approach 
will be able to provide a framework to support each of the five 
phases of a clinically based enterprise risk management program.  
See, the recent article by Ms. Marianne Ambookan, RN MBA 
“Application of Enterprise Risk Management in A Clinical Setting,” 
The Risk Management Quarterly, Fall 2009, p7-9. 
 
Summary and Takeaways 
 
Risk managers in healthcare today are faced daily with incredibly 
daunting challenges. To meet these increasingly difficult 
challenges, we believe that risk managers must innovate. 
Traditional risk management approaches, which rely heavily on 
narrowly-focused, retrospective data sources (i.e., medical 
malpractice claims and adverse patient occurrences) leave risk 
managers ill-equipped to contend with the increasing complexity 
and inherent risk of contemporary healthcare organizations. The 
development of innovative approaches to addressing risk 
management in the healthcare setting continue to progress. We 
have proposed a data-driven, integrative, and forward-looking 
approach to risk management that combats many, though 
certainly not all, of the limitations of traditional methods and 
provide a supportive framework for innovative programs such as 
enterprise risk management. Although this integrative and 
forward-looking approach is not without cost, we believe the 
benefit of this approach, which is grounded in metrics and data, 
can be quantified to demonstrate return on investment. The 
primary returns, we believe, will stem from helping risk managers 
more effectively identify where in their organizations risk is 
greatest and understand what the fundamental drivers of risk are 
in these areas. With this information in hand, risk managers can 
take more efficient and high-impact action, managing by 
exception, to reduce risk and improve the quality and safety of 
patient care. 
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“When Common Sense is Uncommon” 

   By: Pamela Monastero, MBA, CASHRM 
 

COMMON SENSE TIPS FOR STAFF: 
 
This quarter’s column is devoted to the topic of corporate culture, which is the essential driver of risk reduction, improved quality 
and patient safety.  Without the full support of senior leadership, the recommendations made by risk/quality/patient 
safety/compliance professionals will not be successfully implemented.  Changing corporate culture and behavior is difficult, but it 
can be accomplished if the appropriate support mechanisms are put in place by leadership.  Recent focus on leadership and the role 
of governing boards by Joint Commission and patient safety organizations further serve to emphasize the critical role leadership 
plays in moving patient safety forward.  As all risk/quality/patient safety/compliance professionals know, change will not happen 
unless leadership wants it to happen.  “The culture of any organization is determined by its leaders.  A culture of safety encourages 
the free exchange of ideas, reporting errors and problem-solving” (ECRI.org, “Medical Leaders in Patient Safety”).   
 
In a January 2010 issue of AHA’s Hospitals & Health Networks (H&HN) Magazine, the following is quoted: 

 
“Board chairs were asked to rank their top two priorities from six issues—quality of care, financial performance, 
operations, business strategy, patient satisfaction and community benefit—for board oversight and for evaluating 
CEO performance.  Respondents from 44% of hospitals chose clinical quality as one of the top two priorities for 
evaluating CEO performance.  Chairs from high-performing organizations (determined by Hospital Quality 
Alliance data) selected quality twice as often as chairs from low-performing institutions did (bold is our 
emphasis).” (www.hhnmag.com)” 

�
Risk and other healthcare professionals are often characterized as being reactive instead of being proactive, yet how often are our 
recommendations and suggestions implemented pre-emptively to improve patient safety?  No doubt, many of us have worked in 
environments which have not reached full maturity from a patient safety standpoint. Shaping cultural change to promote safety is a 
challenge, and should not be solely driven by regulatory citations and malpractice exposure. Yet it is often these events which serve 
as the major catalyst for corrective measures. Regulatory oversight agencies are unlikely to tolerate quality measures which are not 
well integrated and not supportive of a culture of safety and quality improvement.   A good indicator of an institution’s commitment 
to putting quality at the forefront is whether the necessary processes are in place -- and whether those processes are measurable.  If 
not, the organization runs the risk of having low credibility with regulatory agencies which may view weak systems as little more 
than window-dressing.   The sustained focus on the role of leadership and governance in healthcare reflects the resolve of state and 
federal agencies to hold the Governing Body accountable for quality of care.  While many hospital boards are comprised of voluntary 
leaders, they are responsible for appointing executive staff.  
 
Cultural and behavioral change is an uphill battle. It is often challenged by impediments to effective leadership, disruptive 
physicians, unmotivated staff, sub-par professional practices and “those who never learned to play nicely in the sandbox.” To keep 
safety at the forefront, data analysis is a recommended resource for risk and other professionals (see Tips & Tools below).   Weak 
leadership poses a significant challenge – and ultimately change at this level requires board intervention.  Such changes are 
inevitable when an institution repeatedly fails to meet regulatory standards, which leaves little doubt as to where responsibility 
ultimately resides.   As for disruptive physicians and other staff, these individuals are roadblocks to organizational change and 
success.  They are often direct impediments to patient safety. Unfortunately, some individuals are not responsive to corrective action 
through staff education, in which case harsher remedies may become necessary.  Management may attempt to   “convert” them by 
providing counseling, education and support; or� terminate them from the organization if they cannot change the offensive behavior.  
Doing nothing is ill-advised and is characteristic of weak leadership. This type of inaction reinforces bad behavior.   Risk reduction, 
quality initiatives and patient safety recommendations will never be successfully implemented if leaders choose inaction. This gives�
patient safety “lip service” without quantifiable action and, to the regulators, it serves as evidence of a lack of initiative in providing 
a quality environment.  It is also demoralizing to staff members who have made the commitment to sustain a culture of safety.  
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Tips & Tools:   
 
·  There are various workshops offered for hospital leaders and trustees on patient safety and quality as it relates to the role of 

leadership.  National Quality Forum’s piece on “Hospital Governing Boards and Quality of Care:  A Call to Responsibility” 
(December 2, 2004) and “Leadership in Healthcare Organizations:  A Guide to Joint Commission Leadership Standards” (Winter 
2009) underscores the role of leaders and governing boards in quality improvement and patient safety.  These are a “must read” for 
anyone interested in improving quality and patient safety.   
 

·  Continuous vigilance and frequent education of staff by risk/quality/safety/regulatory professionals on risk avoidance, patient safety 
and quality improvement initiatives are necessary to communicate important issues to the frontline staff.  While there may be little 
that risk/quality/patient safety/compliance professionals can do to force leadership’s hand in effecting change, one available resource 
is data collection and analysis.  It is difficult to argue with solid, consistent and accurate data.  Data analysis, especially when it is 
fiscally relevant in terms of cost savings, is the most potent tool available to staff wishing to effect change.  In that regard, 
AHRMNY’s “The Risk Management Quarterly” has recently published articles on Enterprise Risk Management and there are also 
forthcoming pieces on benchmarking.  In addition to using lessons learned from claims management information, some simple 
examples of using data to effect change by keeping risk/quality/safety/compliance issues at the forefront for senior leadership are as 
follows:  (a) collecting/analyzing/reporting on patient identification issues can result in the purchase of bedside labeling equipment or 
bar coding technology; (b) data about events (such as falls, extubations, etc.) occurring when patients are “unattended” (e.g. during 
nursing breaks, shift changes, etc.) can result in the purchase of technology such as Vocera or nurse locator badges to identify where 
nursing staff are at any given time (or how frequently they attend to patients) or for the purchase of bed alarms to assist with falls 
prevention;  (c)  data concerning untoward events occurring as a result of inadequate discharge instructions can result in the purchase 
of software that generates detailed diagnosis specific discharge instructions to hand to patients; (d)  legal cases or incidents involving 
informed consent issues may be analyzed and used to persuade management to invest in software that generates diagnosis/procedure 
specific informed consent information sheets as takeaways for patients—these sheets serve to supplement and reinforce, not replace, 
the informed consent discussion.    
 

·  The “Risk Management Handbook for Health care Organizations” by Roberta A. Carroll (which is available at the ASHRM on-line 
bookstore) offers chapters on Risk Management Metrics, Enterprise Risk Management, Risk Mapping, Risk Management 
Information Systems and Risk Management’s Role in Performance Improvement provide a foundation for data collection and 
analysis. 

 
·  We will continue to make a concentrated effort on publishing articles to help risk management and other healthcare professionals 

fine tune their programs and data collection/analysis to better present the case for patient safety.  
 
 
Tools, Resources and Literature: 
 

·  ECRI Institute (www.ecri.org) 
o “Medical Leaders in Patient Safety”—DVD for physicians and hospital administrators 
o The Roles of Healthcare Governing Boards 

·  Joint Commission (www.jcaho.org) 
·  Institute for Healthcare Risk Improvement (www.IHI.org) 
·  American Hospital Association (www.aha.org) 
·  American College of Healthcare Executives (www.ache.org) 

o “The Healthcare Executive’s Role in Ensuring Quality and Patient Safety” November 2008 
o “Preventing and Addressing Harassment and Aggression in the Workplace” November 2005 

·  The Governance Institute (www.governanceInstitute.com) 
o “Leadership in Healthcare Organizations—A Guide to Joint Commission Leadership Standards” Winter 2009 

·  Trustee Magazine (www.trusteemag.com) 
o “Understanding and Improving Clinical Quality:  The Role of Trustees,” James L. Reinersten, MD, September 2003 

·  National Quality Forum (www.qualityforum.org) 
o “Hospital Governing Boards and Quality of Care:  A Call to Responsibility” December 2, 2004 

·  American Society for Healthcare Risk Management (www.ashrm.org) 
 
 

#��



���������	��

����� ���� �	
���� 	�� ���� �	
�� 
����� ��	�� ����� �	� ���� �� 	����
���� �����	�� ��������� �	���� 
���� ���� ����	��  �����!� �
�	������"����� �����
������� ������� ��
���� �	�� ����
�����	�	#��������	����	���$�����	���������
����	��	 ���������
��
�
� �	��
����� %
� 	��� 	�� ���� ������&�� �����	"���� ' ��	�
��		���	�"�	������	�������
�����(������������%
�	�� ���"�	������
�	��
����� �� �	���� ����� 	�� %	��� �������	�� ���� �)"
�� �	���
*	������� ���	��� ����������
� ������ ���� "�	�
��� ���� � ���
�������� ���
����
����� %�#��� �	� �������� �	�"������� 	 ��
�������"�������������	���+���"�	�
��&�����	�
��	��� 
�����#��
����
���� ,�� �
������������ ����� 	�� ���� �������� ����� � �
�#�
��	�� ���� 
���
�� ���	� ���� ��#���-� �����%
� �����#� ��� �� �����
������#� ,%�������� ��	�� ���� �	��������� ��#���� ���	� � ���

�
���
� �������� 
���
��- � � +��� ���
����#� "������ �������	���
	����� ���� �	� ���	"��� "��#��������� ����������
�� ���� ������ ���
������������#������#��	�����	����	��������"�����"	� ����	
��
�%	���	��� +��##����� ����� ���� �)"����	�� 	�� ���� "��#� ����

���
�� "
����� ����%�������.������� ����� 	�� ���� ����� �� 
"������
������ ���� %�������� ��������� ���� #�	���#� ���
��� ����
�	�����	�� 	����� ���
����� ��� ���� ������ 	�� ���� ���
�� ����
�	�������������	������
�
/�� "�����
����� �� 0��� 1	��� �	���� %
� ���� ����� 	��  
�� ��
2��3"�������%�	
#�������	���#�������������
����
��� ��	������
������� ������ ���� ���� �	����� �	� 
����#	� ,�	�"�����
�
�������	�
-� �
�� �	� "������ ���������	�
� �������� � �
4��������
��	����566�666�����
���� '��	
����#����%�� ��	������
����#���	�� ���� ����������� "�
�����(� ����� ������ �#�� ���� ����
���
����
����� 	�� ���� ����	�� ������� �	����#� ���� ��*� �
7	%%���� 8	�"��
� �	� ����� �	�� 8��"���� ��� %����
"��
�
"�	�����	�� ��� ��9��� :	��� ��"	������� �	������� ����� � ���
��#���
��� 	�� ���� ������&�� ��"���� 	�� ���� ��	
��� 	�� � 	��
�
���� �������� ��������� ��� ���� ��#��������� ��"���
���	 ��� ������
���
�������	������"
%����	
���
��#����������"�	�
�� ��
�

���	�
�
���	��
���������


8	�#����� "������ ���� :������� ������� ���������� 	�� ��� ;�
"�������
� ��� ���"	���� �	� ���� ���#��
� 	�� ���� ����	��  �������
4��������
��8	�#����������3���,������	������������� #
����	��

���� ��<
����-� �	� ���
��� ����� �������� �������� �	
��� 	��
�
%�� ��������� ����� �� ����	��%��� ��#���� 	�� ,���
������ 	��
������ �����
� ���� �������������� �	�� �
���� 
���- 5� ����
��

���
� 	�� ����������#� �		� �
��� ���	� ����� ������� 	"��� ��	����
8	�#������	������	�,"�	���������"
%�����#������
��� �������

�"�	���� �������� �������-� ������ ������ #
�����#� �#�� ����

,	�����#
�����#� ���� ����� ���� �������#� ������������� � �	�
�
�
��� �����	"����� 	�� �
�
��� ��������- � � ����	
#�� ����
����������'������������:��(�����%�������,�	��
%���� �����

��<
���������-� ���#���� ����2��� ����"	���� �	� ,������ �
�����
��#
���������������������- � �
�

+��� :��� �������� ������ "�����
� ����#	����� 	�� ������� � �����
���� ������ ��	� ��<
����#� 	��
� �������� ���
����
���#�
��<
��������� ���� "���	������� ����������� 8����� ///� � ��������
�	������� ����
��� ,�������� ������ ���� ������� ��"����� �� ��� ����
%	�
� 	�� 	��������� "	��� �� "	��������
� 
�����	��%��� � ���� 	��
��=
�
�- ; � +����� �������� ���� �
%=���� �	� ,��#	�	
�� 2���
��#
����	�-� ���� �
��� ,	%����� "��������� �""�	���� "�� 	�� �	�
����� ���� 
���- � � >��������� �""�	���� ��� �� "�	����� ����� ��������
,�������	���������
����
���&��	������	�����	����#�� ���#�����
������������
���#����	�����	��	������"�	�
��&������ ��#����
�����
�����
�� ��������������� ��������� ���
����
���#� "�	�� ����
���������
�������"�	"	������%����#�- 9�

 
*	������� ��� ,���� �������� ���� �
%���������
� �<
����� ��� �	� ��
������� ������
� 	�� ���� �������-� "��������� �""�	���� � 	�� ��
8����� ///� ������� ��� �	� �	�#��� ��<
����� � � /�� ������ �������
���
����
����� ��
�%
"���� ���� ���
	
�� �""�	���� "�	�� ���%
�
�	���
��#�����2��������
���
��%��	�������"�	�
���#	 ���	������
������� ���� %
� ,��������#� �	� �
%��������� �<
�������� � �	� ��
#��������������������- �6 � ��"�
�"
�?�����������������
���������
�
���������	�	���������
�	�������������'������
������ ��
�2��.
�""�	���(�� ����� ���� ������� "��������� �""�	���� "�	�� ��� ��� �	�
�	�#�����������
��

 
���������
�	��
��
���

� �����"�����#����	����������:�������"�	�
����%	��� ����
����
���� ��������� �����"��� �	� ��	��� "�
	
��� 	�� ���� "���� 	��
������������ /�� ������ ����  
"�����8	
��� ����� ���8�"	 ��	��� ���
@�##���� A�	
"�� /���� ����� ��������
� ��������� ��#���� ���
������#�� �	� �	�� "��.��"�� �	��	�� ���� ������� �#������
��#������� ���
����
����� �� � +��� �	
��� ���������� �	
����� �	� ����
���������&�� �������	�� 	�� �������� "����"��	��� ����� � ���	
#��
�
��� �
���� ����	�� %�� �		���� ��� ������� ����� ��#����� ��
���
����
����� ������� �	� ����� �	��
����� 	�� ������ ��� #�����
�	��
����� ����� �%��� �	� �
�� 	�� ���� %����� 	�� ���
�
�� ���
����������#��+��������������������������"��%
����	
 ����	���������
��������� ���� �	�����#��
� 	�� �������� ��#
����	��� ��� ���
�������#�������	"��	���	��
������#����*	����������� ����"����
������
���#��������������������
����
�������������� �
���������

����3��#� �������� "����"��	�� ��� �� �������� �#������ � ���
�����
:��
� �	
���� ����� ����������� ���� �������
� 	�� ����"�� ��"��	��
�������B� �	������� ���� ����
��� 	�� ����%������� 	�� ��� � �������
�
���������#�����
"	���

 
/�� ���� ����� 	�� :����	����� /���� ���� @	���� @	��� @	��� �
��� ����
���
����
���� 	�� ���� "��������� '�� 8����� ///� �������� �������
���� ,�""�	���� �	�� ��������#� 
����� :��� ��� �� �������
�
%���������
� �������� �	� �������� ������
� 	�� ������( � ����� ��
����� ������� �	� �������� ���� �	������ ��<
����� 	�� ��"
 ����!
�������#����� 
"�����8	
���������C
������ ��������
 ����������
�����"���	���������������
���������������	"��	����� �"����"��	��
��������������
���������:����

 

+�'�
89:�
')�;�<�)'=�;'��
'�)
'�+���)�������������� ��������������
<�����<'�����+�'�>)�  

�

���������������������
 

#'�



>�������#� ���� ������	��� C
������  ������� ����	����#� �� �����
,������� ���� �����
� 	�� ����3���� ���� "�������
�� ����

����	������
�� �������� 	�� �	���� �	������- �� � *	������� ���
�	����
��� �	� ������� ����� ���"���� ����� ������� ���� ,� ����� ����
��������� "
�"	��� 	�� 8	�#����-� ���	��� ���� ����� 	�� �� ��

�������� #	��������� �	� �
"������� ��	��� 	�� ���� ������ �
�	�������#�������������� �5 �:	�����"	������
����������	������
"����"��	�� ��#
������ ��� ���	� �"���������
� ��������� �� ����

	��
��������������������:����	����	��"����"�������� ���?�
,'�(� :��� �	��� �	�� "����"�� ������ 	�� �	����
��<
��������� ����� ���� �<
��� �	�� 	�� �
%���������
�
�����������	����<
�����������"	����
�������������
���B� '�(� ������ ���� ���������� ����#�� ������� �����
�	��"����"�������"�������������""�	����%�����	��
�
%��������� �<
�������
B� '5(� ������� ����� �	��
"����"���� �	� �)����� ����� ���
� ����#��� �����
���
����
���� ��#��#����
� ������� �	� �	�"�
� �����
�
����� �<
��� �	�� 	�� �
%���������
� ���������� �	��
�������� ��<
��������B� ���� '�(� ������� %����� 	��
����#���
� ���������� ��%����#� ���� ��������#� �����
�	��"����"����- �� �

2	�� ���� �������� ���� "
�"	����� ���� �
���#� ��=������ � ���
"����"��	�� ��#
����� ����� "������ �������� �������� �	� ��
�

���������������#
����	��������������"���	��������� 
���������
"������� ����
����� *	������� ���"���� ����� �
���#�� ��� � �
������
=
������� ������ ��� ������� ��� ���� 	""	����� �������	�� �
+��	
#�	
�� ���� $
��� ������������	��� �	
���� �	����
�	������ ���� ������� ����� ,�������
��� �	��
����� ����� �	�
��#��� �	� �
�� �	�� ��
� ��=
�
� ��� ���� �������� ����� %�� �� 2��.
�""�	����- ���

�
���
����
�	��

�� ������� ����� ������� 	
������ �������� ��������#� ���� ��#���
�	���	����
��
��	
����#���0	�����������4��������
�� 	��	��
�	
����� 	�� ���� �)��"��	�� �	� ���� "��������� �""�	����
��"�������� ����� ������������
�� <
����	��� =
��� ����� ����
�������� 	�� ���� :��� �����
� ����� ���� >������� :�8����
 �� ��
���	����� �������� �
�#�	��� ��������� ����� ��� ��	��� �� � ��
:
)	� ���#�� D���������
� �� "����� 	�� �����	��� ���� ���� �� %����
���	� �� �����#
���� ���"��� ���� :
)	� ���#� ���� %��	��� � ���
,"	����.�����-��	�������)��"��	���	�����"���������� ""�	����
��<
�������� ����� ���
� ����� �� #�����#� �		"�	��� ��� 2� ��
��#
����	��� �; � ��������
��<
�������#
�������"���:�8����
&��
���#� ��� ����������
� ���������� �	� "��.�)�����#� ���#� ��+��� �)����
��#���� 	�� ���� ���������
�� �	������� ��� ������ ���� "�	 %����
���������
�
���� 0������ 7�=��������� ���	� �� 0	����������� �	��	���
�	����������������:�8����
&��
���	������:
)	����#�� ���	
��
2��� �""�	���� 	�� "������� �	������ ��	
���� �	� ,�
����
�)"����������	��- �� � ���� :�8����
�� 	�� ���� 	����� ������
����#��� ����� ���� ����� �����
� %���� �� "��.�)�����#� �� �#�
����	
�� 
���#� ��
� ���� ����������� 2
������	���� ���	� ���#�
�	� �
������2��� ��#
����	���� ������� ������� ������� 	� � ������
	���� ����	
�� 2��� ��"
��� �������� 	�� �	�� �������� ����
�������� ��<
���� ��#
���	�
� �""�	���� �9 � +��� ��#
����	��
���	����	��������������#�	������������������������� �	
������
"����������""�	����"�	�������������������,��������� �	��	�����  

2��.�""�	���� "�	�
��� ��	�� ���� ����� �	�"��
�- �� �  
��� ��
���"
����	�� �	
��� �""���� �	� ���������� ���� :�8����
B �
�	������� ���� �������� �	����
��� �	� �	��� ����� ���� 2�� �
�����
���
� ������� ���� �����"������	�� 	�� ������ #
��� �����
,���	�����-� ���� ����� ���� :
)	� ���#� ���� ��<
���� "��� ������
�""�	���� �6 �

 
2�����
�� ��� �� ���
��� 	�� ���� �	��
��	��� ���� 2��� ���� 	�������
�
���"����������������	�����������#�����������	������ ����������
��#
����	��� ��� ��������� ��� ,�	�� �������
� ������- �� � *	������� ����
������� 	�� ����� �		"�	��� 	�� �	�� ���� ���� �	���� ��� ��� �����
���
���	���� 	�� ���� �
������ �����"������	�� 	�� ���� :� ��� ���� 	��
����%
����������������	��������������������������

�
���	�	����

��
�
����

+��� :��� ���� �����	"��� ��� ���� �	"��� 	�� ������3��#� �� ��
�����	�� %������� ���������
� ���� �����
�� +���� ��?� ��� ���

��������
� ���� ���������� ������ �	� "�	����� ���� "
%�� �� ��	��

������ �������� ��������� ��� ���	� ����	����#��� ����� � 
���
"�	�����	�� ��#��� ����� ���� 
���������� ������� 	�� ���
 ���#� ����
���
���� 	�� �������� ���	����	��� E����� �������#� 2���
"�	���
���� �	
��� ��������
� ��	��� ���� �		"�	���� ��� � 	
��� ���	�
����� �)"������� ��������� ������� �	�� ����
� ��������	� � �	� ���
�)�����#� �������� �
#�� ��#� ������ %��	��� ��"�	���� ��� �����
%��	��� ������%��� �	� ���� "
%����� ���� ����� �� �������� ��	�� 	��
��������� ���	����	�� ��� ���� ������ 	�� �������� �����	� 	#
!��
������ ��� ������ ����4������  ������ ���� ����
�� �)����� ���  
��� ��
����#�������#
����	���	
������
�������
#�������%
�� �
����
��
���������� �	��� �	� #	���������� ���� �	�#��� �""�	���� " �	�����
�������4��������
�����������#���#
����	������������ �������	���
�	� ���� ���
���
� ����� ��� �� ���
���� ���������� "�	���� %����
� �����
�	
��� ��
��� ������ �	� �)��� ���� �������� 8	�#����&� ��� ���
������	���� ��� �	� ���������� �������� ���� "	�������� �� ��� �	� ����
"
%�������#�������	
#���	�=
����
����������������	� ���	����
���
�
�����
��������
���	��
�����������������

 
�����	���
��
��������

/�� %	��� ���� ����	��  ������ �	���	����
� ���� ���� :
)	� ������

���#� ���
���	��� �	�������� 	�� ��������� ��	��� ��	�� �� �� ����������
�����������	������"����������	������+����	��	����	� �	��
�����
���� ��
�
� 	�� ���� ����	��  ������ ��		�� �	� "�	���� ���� ������
�

��	�� ���� ������&�� �
�������  �������
�� ���� :�8����
� ���������
�	
������� ��	�� ���� ����� 	�� ���� :
)	� ������ ���#� '��� ��� ���
���������� ��� �	������ �	� �� 8����#	.����� �		�� %���(�� E�����

��������
� �	�� ���� "�����
� ����� 	�� �	������ �	�� ����2 ���� ������
�	��������	���������������	��%���#�	��������������� ����#��	��
%���� �	� �������� ���� "�	%����� 	�� ���� �
������ ��#���� ��	��� +���

���
����
���	�������������������.���������	�	�
���� ����������
��	��� ��	� ������� �� "�	�
��� ����� "�	���� ��	�� ���� 0	� 	���
���"
���� ���� "�	"����
� 	�� �
��� �� �
������ *	������� � 
������

2��� ��#
����	��� ���	�� ��	��� ����� ������	��� ��	� ���� �� �	�
"�	���� ��	�� ���� ������&�� ������%
��	�� �	� =
�#�� ���� ���� ������
������� ��	
��� 
����#	� ���� "��������� �""�	���� "�	��� ���

4��������
�� ��� �	�#� ��� ���� :��� ���	��� ��	��� ��	� ��� ��� �	�
"�	���� ��	�� �� ������� �	� ���������� �	�"������� ����� 2 ���
��#
����	���� ������ ����� %�� ���� ���������	�� �	� ����� "���� ��

�	��
���#�����������	��	��	��&��	���������������

 
#7�



�
�	���
�������


$	��� ������ �����	���� �%	��� ���	���� �������� 	�� "���� ���
�	������������������"��������	����������%��"	���%�� �����	
��
"������� ���	�����	�� ������#�� /�� ���� ����	��  ������ � �����

"�������� ����� ����� ����	
#�� ���
� �	�������� �	� ����
��"�������	��	������/4�����#����	�������	
����	��%� �"�	"���
�
	%������� %���
��� 	�� ���� ���
����
����&� �	����
���

�����"���������	�� 	�� ���� ������ 	�� ���� ��������  ���� ���
�� ����
����� ����� ������� 	
������ �������� ������ ���� ��	�
� 	�� ��� ����
�
"�������	������:�8����
���	�����������������������	 ����#����

�� �	������ �	��� �	�� ���� �������� 0	����������� 4������ ��
�
*	�"�����<
����
� ������� ���� ������� ����������#� ���� � "��	�� �	�
�
�#��
� ���� ���� ��#����� ������� �� �	��� �	�������#� �	 � �
�#��
�

����� ���	���� �� �	��� "��������#� ���� ����� �	� %�� 
���� �	��
�������� ����������+����� ���
� �������� ��	
����� �	� �	 ������ �	��
����:
)	����#���

+��� <
����	�� 	�� "������� �	������ ���� ����� ��	
���� �	 � ��� ���
����#�����	���
�����
���	��	�������		"�	������2���� �#
����	���
 �	
��� "�������� %�� ���	����� 	�� ���� ���� ������ 	�� ��
 � �������
%��	���%���#��
��
��%����	��	�������	�������
��F� � 	
����	��	���
%�� ���	���� �	� ����� ���	��������	��� �	�������#� ����� �
������� ��	
��� %�� 
���F� :	��� �)"����� ����� ����� ��� �
 �������#�
������ �
����� ��� �� �	��	��� "�
�������� �
��� %�� �%��� � 	�
���	������ �� ������� ��� ��
� #����� ���
���	�B� �	������ � �����
����� ���� ���	��������	��� �	��� �	������ ��"�
� ����� �� ��
"��������
���%�����	�����	������������	������������ ������������	�
����������������F�2
������	�������������������	���� ��:�8����
��
�������""������������	��	�� ������������������������ F�:
�����
"�������%�����	����� ����� ���G����"�
������� �������� ��� ��������
�������� 	�� ������� �	� "�	���� ��	�� ���� 
��� '������� �� ��������
� 	��
���	
#�� ���� �	����%
��	�� �	� ���� ��������(F� +����� �� �
��� 	��
�	����������������
����)�����%�
���������	�����<
�� ��	����������
���� �
��� %�� �	��������� ����� �	����"�����#� %	���
�""�	"������ ����.��#
����	�� ���� ��#
����	�� 	�� ����� ���
����������

 
�������	��


������ ���� "
%���� 
"�	��� ���� �����"����� �	���	����
� �����
��
"����������:�����H�8	���/�������	
��������	�
��� �
��������
	�� I�	))� ��� �66�� '"�	�"���� %
� �� ��
�
� ����� �	
��� �� ��� ����

��
#!������������%
�����2��!��
�������������������� �����
�������� ���� ���	���(�� ���� 2��&�� ��
#� �""�	���� "�	�� ���

��������� �� �������� 	�����
��� E���	
�� ���� ����� ���� � 	��

��=	���	���	����
��������������	������������������� ��� �	
���%��

����� %��	��� "	�������� "����
��� �
���������
� �	
��� � �	� ������
��
� ��#��������� ����#�� ��� ���� �""�	���� "�	������ E�� ��� ������

��������
�����&��%���������������#�."�	���������
�� �	������"����
	�� ���� 2��� ����� ��#���� �	� �������� ��������� ���
� ��� �� ������
�	�������%��� ���
���
� ��	�� ���� A	��������� ���	
���% ����
�

������� ��	� ����������� �����
� ��#�.����� �������� �""� 	����
���	
#�� ���� ����� ������� ����� ��� ���"	���� �	� ������ � ���2�������
������������#��!"�������
�����������	�����	��	����� ���������

"����� ,�	� ������� ���� ��"�	��� ���� �������� ������� �"" �	����
"�	�����- ���

�

4��������
�� ���� <
����	�� �������� 	�� ����� ����� ���� � ����� ���
������ 	�� ����� ����#�������E���� ���� ���� ��"������	�� � 	�� ����
����#��#������"������	���	������:������������������ �����F�
*	�� ���� �������� ������� ���
����
������ �	��	���� ����
������	��� ������3�� ���� ����� �	� "�������� ����� 
����� ���
�� �	�
����������F� 2����� ���� �	���	���� ������ �
��� %�� �� ��
 � 	��
��"������#���	������������������������������������" �	�
�����	��
����"�	�����	������������#����������
������������
� ����
�����	��
���	����#� ���� �	������� 	�� ��������� ��������� ��� ���� ����#� ����
����� ������#� �""�	���� �	�� �� �������� ������� �
��� %��
"�	�
�����  ��	���� "������� �	������ �
���%�� ����� ��� 
 ��	���
"��	���
�� >�������� �
��� �)"������
� �	������ �	� ��
� 8 ����� ///�
������� ����� �����%�� "���� 	�� ������ ����������� ������ 	����
�� ��� ��
"�
������� ���� ��� 	��������#� ���������� ��������� ���
���	�������#� ��
� �������� �������� ���� "������� �
��� % 	���
����� 	�� ������ 	�� ����� ����� ���� 	������� ���� 	"���	�� 	�� ���
������	�����
�%�������"�
��������2
������	��������� �����������
��"	������ ���� ��������
� ���"�� ����� �
��� %�� ������� � ���

�"	"
���� ������� ����� 
��������
� "�	��� ���� �	��� ��� ��������
+��� �
����� ��
� 	�� ��	����#� ����� ����� �	���	����� ��� �� ����
��%�#
��
� 	�� �
������ 2��� ��#
����	��� ��� ������ ����� ������#�
����� 8����� ///� ��������� 	��� ��	
��� ������� �	� ���� �� ��������
�����"������	��	��2�����#
����	���
� � � � �

1 In the Matter of Fitzpatrick v. A.H. Robbins Company, Inc., 126 A.D.2d 

513, 510 N.Y.S.2d 632 (2ND Dept. 1987). 
2 Fitzpatrick, supra note 1.  
3 Medical Device Amendment §16:85. 
4 Medical Device Amendment §16:85. 
5 Medical Device Amendment §16:85. 
6 Medical Device Amendment §16:85. 
7 Medical Device Amendment §16:85. 
8 Medical Device Amendment §16:85. 
9 Medical Device Amendment §16:85. 
10 Medical Device Amendment §16:85. 
11 In the Matter of Cipollone v. Liggett Group, Inc., 505 U.S. 504, 112 S.Ct. 

2608 (1992). 
12 In the Matter of Medtronic, Inc. v. Lohr, 518 U.S. 470, 116 S.Ct. 2240 

(U.S. Florida 1996). 
13 Medtronic, supra note 12. 
14 Medtronic, supra note 12. 
15 Goldenberg, PhD, RPh, MS, Marvin M. "Recent Controversies in 

Consumer Lawsuits: When Medical Devices Fail." P&T 29.9 (2004): 581-

83. P&T Community. Sept. 2004. Web. 22 Feb. 2010. 
16 Mundy, Alicia, and Jared A. Favole. "Doctors' Spat Exposes FDA 

Loophol." Wall Street Journal 29 Dec. 2009: A3-A3. Print. 
17 Mundy. 
18 Medical Device Amendment §16:85. 
19 Medical Device Amendment §16:85. 
20 Mundy. 
21 Mundy. 
22 Perrone, Matthew. "FDA Eyes Overhaul for Medical Device Approval." 

Associated Press 17 Feb. 2010. 

 
�������������������� ���!�����"�#�����$��$��#�#���� ���"�#�����
"�#� %��&� �%� �����'#""� � ���$�� � 	���(���� � �#��)#�$ � *�
��������� � ���� (����� �+#�����,#�� ��� "�#� �#+�#�#�"�" ���� �%�
���+�"��� ����"���������"�#���#��"�����#�+��'��#��� �
 

#)�



�����������	
��������
��������������	�����
�������� ���	������
����
���� 	
� ����� ��������� ��� ��� ����� �	� ��
����� ����� ��� 
��� �����
��	��������	��������������	�������� 	�
�������!	��
 ����!������	�
������� �� �������"�� �������#� $��� ������ ���� �!������� ��
����� 	
�

��������	�� ������
��������� ����	�����
��!������� !	����
���� ����
���
���� ������%��
������&���!����	�#�
�
���� ������ �	������ 	
� �������� �������� ��� ���� 
	���� � �� '� � (	�)�
���
��� ���
���*� � �����	�� �+� ���� ������ ��� ����� �	�� � ��������  �

�
��� ����������� �	� !������ ��� � �	�� ���#� ,	�� �������� � ����������
������ !��� ��� 
���
�� ���������� 
	�� �� ���
�������  	�) ��� �	� ��	
����
�������� �	��������� ���
��� ��
	�!���	��� ���� ����� !�� � ��� ��
���

������
������������������
������#���	��������� �����������
	��������
 	�)��	���!���	���� �������

����!�
	������	������� �������������
�	� %��

&�  ���� ����� )�	 � ��	��� �� ��	!������ ����	�#� � ����
!	������	��������������!�
������	�����	���������	
� ��!	������������
����	����� 
�)�� ���� ��
�� 	
� ��������� 	�� ��
	�!���	�� ��	��� ���
���������
#������	����

��� �������������������
	�� ��	������	�����	
�
�� ���)� 	�� ������ ��
�������� ���� ����� ��	�	��  ����� �� ����� �	� �����
����� ��)��� ����������	��
��  ������ ���� �	�
����� 	
� � � �	�����
#��
$�
	��� ������� ������ !��� ����� ����� 
���
�� �������	�� ����� �	� ����
����	��� ������ 
� ��  ����� !�������� �������� ��� ���� �� �
�������
�������#� � -���� ���� �������� 	
� ������� ������ ��� �	� �	 ���� ����� ����
������	��.����������	�����/	����

����	
�!�����
��� 
	�!���	������
��� �����������
�!	�������
������������!���
�����
� ���#��

�
������	��
���
��	�������������	�����	�����
�
������ ���� �� � ������ ��� �����"�� 0�������� ���� ������� � 1�
���
����������� �	� �
����	����

�� ��	���� ���
��� ��
	�!�� �	���  �����  �

�
��2���������
	����� ���������������������%��������� ���#&�������
��� �� ��	����	��  ����� ��2������ �� ���
��� ����� ������� �	� �	��
�� ����
���3���������������
������������������������������� ����#�����������!�

���
� ��
���� �	
� ���� ��

��
 �� �	������ ���

��� ����
����� ���� ���
���
����
	����� 	
� �������� �������� ��	
���	��#� ������ ��� � 
�)�
�� �	� �	!��
���	�
�

�
	�����	!���!�����45�5# ����

���� ���� ������ ��� 	
���� 
���������� ������������ ����� � �����
������� �������� ������������� �������������� ���  �!��� ��� "#�� $%%&��
���������� '!���� ������� ����� ���� ���� 	������ 
������� ����
����������� ���� (��������� ���� )�������� 	������ ���� 
	 
�()	��
������ ���� �������� ��� ����� ��� ���� ��������� *���+���� ����
*���+���������������$%%&�� ������ �
� ��������	����������������
���� ��������� �	������� ���	�������  ���� ���� �����!��� �	�� 	
�
�
����	�������
�����
	�!���	�#�����������!�
���
��� 
���������������
46�� 455�� ���������� ���� ������� �	��
�����	�� ��2����! ���� 	
�
%���������� ��	������� ���
��� ��
	�!���	��&� ��� #� ��	������� ���
���
��
	�!���	�� �	�� �������� ���	���� ���� %���� 	
� �� ����� 	
	��� 	��
!���	�	
	��� �����
���� ��� ����0��������&� ����� ��� ��� �����	�� ����
���������	�#� ,�������� ���� ������!� 
���
� ��
�� ������ '	��!���� 75��
455�� �!����� �����"�� ��
	���!���� ����
���	��� ��� ���� � ��
���� �	�
�����!�	����	��	
�����
�!	�����������
����#���

-��
������������
�������	�������������!�
���
���
�� ������8�����	���
�	� ���� ������� �	��
�����	�� ��
��� ����

�� �������� �
 � �� ������� ���
����	������ 	
� ���������� ��	������� ���
��� ��
	�!���	 ��� ���� �����
��������

������������������955����������
��������	 ������������  

�

��������������������������������	
��� 	
���	
���	
���
�
����������
�
����������
�
����������
�
����������� �� �����������������������������������������������������������������	 		 	���������������������
�

 

!���� ��	����� ���� 0��������� 	
� ���
��� ���� ��!��� 0��� �����  ����
�	����� 	
� ���� �������  ���	��� ������	���
�� ��
��� ��� � �	� 
�����
����� �5� ����� 
	

	 ���� ����	����� 	
� ���� ������#� � �� � �	!��
����������� �	��
�����	�� �	� ���� !����� ��� ��2�����#� � �
� ���� �������
�

�����
���������955����������
��������	���������� ���!������	�����
�	�����	
�������������	�����0��������������

�#���� �����������������

�
�	��
�����	��� 	
� ��������� 	��������� ��� �� ��
������ � ���� !���� ���
���!������  ������ �5� ����� 	
� ���� ���� 	
� ���� ��
����� � ���� �� ���� ����
��
����	
�� �� ��	���� ��� ��
	���	�� ����	��	�� �	����� � �����������
�	 ���	
�������������������	����	��	������! ��
�
��������� �	� ���� ������!� ��
�� �

������� '	��!���� 75� � 455���
�	������
� 
����� ���� �
�	� �8������� �	� ��� ���

��#� � � ���� ���:;�� ����
�������������������������
��������!���
�����
������ ��	������� ������
�������	
��
����	�������
�����
	�!���	�#����������� ��	�������������
�����	�����	
�����
�������

�������
���
��	
���
��� �
���#��$���

�������
�����	�����������
�	!���
��)�	
�)�	 
����� �	� �


� 
����
���������
���� ������ ����������� �	� ���� ����
� ����
����� ������ 
 �	!� <�55� ����
��	
���	��  ���� ��� ���������� 	
�<49�555�� �	�<95�555� ���� ��	
���	��
�	�<�#9�!�

�	������������������� �������������!�
�� ��	������ ���������

�	!� ���� ������ ����
����� �����	��
�� ��������� ������ ���� 
�������
��
	 �#���
�
��������
���  ���� ���� ��������� ���� 	
� �
����	���� ��� 
��� ���	���� ���� ����
	���	������� 	
� !���� �����	��
�� �������
� �	�����
� 
� ����	���� ������
��� ���������� ���)� 
	�� ������ ��	
���	��#� -��
�� !	��� !�����
�
��
	�!���	��!������!�!�������������!����������2���) 
�� �������
�	!��� �	� �� ���
��� 
������ 	�� ��
������#� =�	
���	��� 	 
� ��������  �

�
����
�� �8�	��� �� ��	������ �	� ���

� ����
������ ���� �� �� �!�������!���� �������
	
�����
	�����������������	��������	
�����������#�� �������������!�������
��
����������	��	�����������	��	
��������

�������� ��������	������
�����
�
!	��������������!���
�����
�����������
�����
�
� #�
�
�����	�	��
����������"	����
���
��	�����	���������� ���������������
����	���
�	��
�
�( 	
 #� � ��� ���������	�� ���� ��� ����� 
	�� ������� 	
� 
������ ��� ����#��
$�
	��� ���� �����!���� 	
� ������� ���� ��������1�
�� 	�� 0��������1�
��
���
����4555�����4559������������
���'� �(	�)����	� ��.�����������
	
�����	��
	���������	
�
�����������������������	�� �8�#�
�
��� >	�� �#� ;	!!������ ���
��� �
��� ?� @������ ;	��	����	 � �� 4�+�
�#>#4���+7��A5�� '#(#0#4��4�9��7�� �>���#�4555��� �
�����

��  �	�  ���
���������� ������������ ��������� 
�	!� �� �	���
�  	�)�� � �!�
	���� ���
���� ��
�������� �
��!��� �� �	���	
����	��
� �
�����
�  	�)���
�!�
	���� ��� ���� ��
������� ��������� ���� ����
	���� !� ����
�
��
	�!���	���	��������������#������;	�����	�������� �����%�����!���
B	
� �
�����

"�� ������ 	
� ����	�C� ��� 
����!����

�� � ��� ������� 	
� ����

��������������	
��	�
�������
���#&������;	����
	�� �������%���������
	 ��� �
�����

� ���B���� ��
������C��	� ��	����� ������ �� �	�
���������
�
� ���������� B!���� ���� ��
������C� ��������� ��������!�� #&��
��!������� ������� � ��# �D��+A#��0��� �
�	 ��E����� �#�$����������� ��66�
�#>#7����+���+66�'#(#0#4��6�9��7 �� �>���#�455A�#�
�
#�	
�$�%���������������&��	���'���������������
��
���� � �� ������� �� ����������� ��� �������
�� �
�
	� ��  �	� ���� ��

����� ��
�������	
��������������	��������	������������������ ������������ �
�

�� �



���� 
	�� ������� 	
� 
��������� ������ ��� ��	��#�#� � F�
� � ����
>�����!���� 	
� ���
��� ���� ��!��� 0�������� ���0�� 	�� �� �� G#0#�
>�����!���� 	
� E������� ���� ���� ����	����� �	� 
�
�� ��� ����	�� 
	��
��	
���	��� 	
� ���� ��������1�
�#�� �	 ������ ������ ��� �� ����� �	!��

���
�� ������� ���
������� ������� �
����� �	�� '� �(	�) � �������  �����
����� ���������� ���� ������	��.��� ����
	����� 	
� !���� �
�
��
	�!���	�� ������ ������� ������� ������ ��� %��������� 	
� ����
����	������� ��������� 	
� ������ �� ���������� �
�!���� 	 
�
���
������#&�����	�����#�$���!������
 ���+5�'#;#����#�9�4��9A�H��7+�
0#:#4��46���>���!��������455��H��0����
�	 ��0	��������#�$�����	��
��� �
 �� �67� �#7�� 4�9H�99+�G���� ���#� 1��#� �+� �������� �5�� 4 55��#��
������ ��
������������	���������������	
�����	����� ����������������
������������	
��������
�����	���	�������������"���� ������1�
�������
��

����	�� 	
� ���� ����	������� ��������� 	
� ����� ��� � � ���
�������
����� ������������������������#��
�
0����
�����
��� ���� 	

������� ����	�� 	�� ������� ��� 
� )�
�� �	� 
��
� ����
������ 	
� �� ����
��	��� ����	�#� � 0����� ����
� 4557�� �� 0� ����
������������� ���� ��
	����� ���� �������� 1�
�� ��� 	���� ���55� ������
	��� 	
� 	���� 6+�555� �	!�
�����#� �� ���������� ������ !� �� �������
���� 
�

�  ������ 	
� �����"�� � ����
������  ������ ����� ���� �	� ����
������� ������!� 
���
� ��
�� �	��������� �
����	���� ��� 
���
��
	�!���	��� ���� ������ �� ������ ���!���
� ����
��� ��� �	�
<�55�555#55� ���/	�� �!����	�!���� ��� �	� 
���� ������ 
	 �� 	

������
�	!!������������
�
����������������� 	��
���������������������
���������
��
�	��
��
������������
����������������
 
�

�����
��
���
��
��
� 
�� ������ 
�������� ��� 	��� �������	����� ����
� ������� ����
��
�����
�
���� ���� ��

������� �����
����� ��������� ���� � ���

������	�����
� �������
�����������	����	����	� ��������	�����
�!�� �
��� !	��� ��
�����
��� �
� ������ ��� ���� ��
�� 	
� �� ��
�� ����"�� ���
���
��
	�!���	��
	������	��
�����#�

 
��������#�������(	�	����!�	��	�
�!�����������!����� ����������	�	�
�
�����	�����
�
,����������
	��!	���������������������������������� ����
����	�����
��!�� 
���
� 	
� �������#� � -���� ����� ������ ��� ��� ����� �	� �
����
��!���������	�� 	�� ���)� !�����!���� ��	��� ���� ��!���� 	�� 	
� ��
��
���������	�����
	���������������������	
������"� ���������1�
�#�
���������	���	� ���� �

����!���������������������� �	��
�����	��
��
��� �
� �� %��
������&� ������� �	��� 	������ ���� ����� �� ��	�
�� ���
������������� ���� ���� �	�����
� ��	�
�� ��� 
	����	!��� � �	� ������
��
���� ����	�� 	�� ����	��� ����	����
�#� � '�����

��� �1:= :'��F'� ���
�
 ���� ���� ������� ���� !	��� �������� ����� �	� 
	

	 #� ���	��
����
��	���
�������	���
�������	������
����	������������ 
�����������������
�
���
��
� ���
� ��� ���� �����
�� �� ��
�������� ������
 �� � (	��  �

�
 ���� �	� ��� 	�� ���� ���	��� ��� ��� ���������	�� ������� � � %.��	�
�	
������&� �	
���� 
	�� �������	��
� ������ ��������#� � 1�!�!�����
������ ���� ���������
� ����
	������  ����� ������ 
	���� ���� ����� ��� ��
�������"����!����������

����������	 ���� ��������� ����������I���

	���������!�
������������#��0���������!����������	  ��������	�
��
�����������������
�	!�����	���	���������	
��������� 	������	��	
�
���� ����
	����� ��� ���������
"�� ����	��
� ���
��� ��
	 �!���	�#� � ����

�����������!�
���	���	
�������?� ���������"�����
	 ��I
���
�!������
�
	������
���������	��"��������	�����������������#��� �����������
����
�	���������!��������!�����.��� �����

����

#�

 
��� ��!����� �	� ��� �����  ������� ���� �� � ��	����	��� �� � ������  �

�
������� ���������� ��
	���!���� ��� ��0� ���� ��	
����� �� �	����� 	
�

����
���� ��� �
�����

��� ������ 	�� ���� ������� 	
� 
�� ������� ����#�
�	 ������ ��� ��� �
���� ����� ��� ��� !	��� �!�	������ ���� � ����� �	�
�������� ���� ���

� ��� �	� ������ ���������
� 
����
���� ������ �������
 ������� ���
����  ���� ���� �������� �������� 	�� �� ��
�� �����
��!����	�#��

 

��������,��-�,���������������!��������������������� �����������

*����������  ��������� ���� -�������� ..���� ,��� -�,���� ���
��������/��� ��� ��� �������� ,�� -�,������� ��� �� ���!��� ��� ���� ����
����� ��� ���������� *����������  ��������� ���� -������� � ..���� ,���

-�,������� ��������/��� ��� �������� ������������ ������ ����� ���� ���
��������������� ��� ���� �������� ���� �������� ��������� ����� ���� ��� ��
������� ����������� ������ ���� ���������� ���� �� ���!��� ��� ���������

���� ��������� ����� ���������+���� ���0��� ���1���2��0� �������������
����������������

� ����
�
� � � � � � �
���		���
������ �
�

�
�
�

�	 �

On Sept. 21, 2009 when actor George Clooney and his 
girlfriend, Sarah Larson, rolled through the doors of Palisades 
Medical Center in North Bergen, N.J. The couple, which had 
been involved in a motorcycle accident in Weehawken, N.J., 
was treated and released the same day — Clooney with a 
cracked rib, Larson with a broken foot. 
 
The story could have ended there. But in early October, 
newspapers, Web sites and TVs worldwide revealed that 
Palisades was investigating 40 staff members and had 
suspended 27 of them for a month without pay for allegedly 
accessing Clooney's protected health information (PHI) 
without authorization, a violation of HIPAA. 
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New York Helmsley Hotel 
8:30 am – 3:30 pm 

���-"�����������$�"��#%�#��&#�"��"��)#��#�'#���&&#� ��"#�.�%����(��$�#�/��"����+��$��& �
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The morning segment will explore Enterprise Risk Management. Marianne Ambookin (North Shore-Long Island Jewish Health System) Robin Maley (Maley 
Health Care Strategies) and Janet Hale (Alliant Insurance Services) will present this information in a panel-style discussion. Following lunch, program will begin 
with Keynote speaker: Tracy Miller, former executive director of the New York State Task Force on Life and the Law, who helped to shape and promote the 
Family Health Care Decision Act , followed by Andrew Blustein (Garfunkel Wild, P.C.) will give a N.Y. legislative update for the past year, including interesting 
legal decisions that have come down. Paul Paray from the Capacity Coverage Company of NJ and Lisa Sotto from the law firm of Hunton & Williams LLP will 
wrap up the educational sessions by giving an update on Privacy and Security issues. 
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Harvard Club, March 18th 
  
Raymond W. Kelly, Police Commissioner of New York City, and George Venizelos, Acting Assistant Director of the FBI's New York Field Office's 
Administrative Division spoke to over 118 attendees of the Association for Healthcare Risk Managers of New York.  
  
Mr. Kelly started by reminding attendees that terrorism in New York is "real, persistent and not going away".  According to Mr. Kelly, 2009 was the 
most active number of threats uncovered since 2001. Attendees were retold the chilling details of the Najibullah Zazi case, and how the New York 
City Policy Department and the FBI foiled a potentially devastating plot to terrorize New York again. These and other terrorists are continually 
looking for ways to harm and terrorize our citizens.   
 
New York continues to be a high target for terrorism due to its high density and symbolic meaning of American capitalism. Weapons of Mass 
Destruction "WMD", and the potential of massive devastation continues to be of the greatest concern to New York anti-terrorism personnel.   
    
The New York Police Department is working collaborately with Department of Health in counterterrorism efforts focusing on areas of Weapons of 
Mass Destruction "WMD", Pandemics, Anthrax, etc.  Additionally, the "NYPD Shield" program which is an umbrella program for a series of current 
and future Police Department initiatives that pertain to private sector security and counterterrorism works collaboratively with many healthcare 
institutions in New York City in an effort to to share information and provide training. NYPD SHIELD is a central destination for private sector 
security managers to obtain information and engage Police Department resources. 
  
George Venizelos spoke of the FBI tenents - to protect the citizens of New York with "integrity, security and initiative", and how the FBI and 
hospitals are working together in the following areas: 
  
* Security of Clinical Devices - potentially turning them into Biological weapons of mass destruction 
* Healthcare organizations prepared to accept patients during an emergency  
* Securing high dose radiation devices 
* Securing healthcare facilities during emergency situations 
* Insiders gaining access to information/devices/drugs that can be used against its citizens 
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The Association for Healthcare Risk Management of N ew York, Inc. (AHRMNY)  
does not endorse, recommend or favor any organizati on, author or product discussed in this journal. 
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